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ABSTRACT

Consumer surveys have consistently demonstrated that
privacy statements on the web are ineffective in alleviating
users’ privacy concerns. We investigated a new user
interface design approach in which the privacy practices of a
website are explicated in a contextualized manner, and
users’ benefits from providing personal data clearly
explained. To test the merits of this approach, we
conducted a user experiment with two versions of a web
store that allegedly provided personalized book
recommendations: one with a traditional global disclosure
and one that additionally provides contextualized
explanations of privacy practices and personalization
benefits. We found that subjects in the second condition
were significantly more willing to share personal data with
the website, rated the perceived benefit resulting from data
disclosure significantly higher, and also made considerably
more purchases. We discuss the implications of these
results and point out open research questions.
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INTRODUCTION

Privacy plays a major role in the relationship between
companies and Internet users. More than two third of the
respondents in [3] indicated that knowing how their data
will be used would be an important factor in their decision
on whether or not to disclose personal data. It seems
though that the communication of privacy practices on the
Internet has so far not been very effective in alleviating
consumer concerns: 64% of Internet users surveyed in [10]
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indicated having decided in the past not to use a website,
or not to purchase something from a website, because they
were not sure about how their personal information would
be used.

The current predominant way for websites to communicate
how they handle users’ data is to post comprehensive
privacy statements (also known as “privacy policies” or
“privacy disclosures”). 76% of users find privacy policies
very important [11], and 55% stated that a privacy policy
makes them more comfortable disclosing personal
information [13, 19]. However, privacy statements today
are usually written in a form that gives the impression that
they are not really supposed to be read. And this is indeed
not the case: whereas 73% of the respondents in [1] indicate
having viewed web privacy statements in the past (and 26%
of them claim to always read them), web site operators
report that users hardly pay any attention to them'. [2]
criticizes that people are turned off by long, legalistic
privacy notices whose complexity makes them wonder
what the organization is hiding.

Relegating the communication of privacy policies to
merely publishing comprehensive privacy disclosures also
disregards the situational nature of privacy [18].” Users
seem to make privacy decisions much more consistently in
concrete situations than upfront. In fact, privacy preferences
stated upfront and actual usage behavior often seem to
differ significantly [4, 20].

Moreover, merely communicating a company’s privacy
policy is not sufficient. In situated interviews [S5], users
pointed out that “in order to trust an e-Commerce
company, they must feel that the company is doing more
than just protecting their data — it must also be providing

" This paper is an excerpt of [15]. Results from a second
experiment as well as a proposed explanatory model have
been added.

" For example, [16] indicates that less than 0.5% of all
users read privacy policies.

* This criticism also applies to P3P [8] that is intended to
alleviate current problems with privacy statements.
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Figure 1: Global and contextual communication of privacy practices and personalization benefits

them with functionality and service that they value.” The
way in which personal data is used for the provision of
these services must be clearly explained. Current web
privacy statements hardly address the connection between
personal data and user benefits.

A DESIGN PATTERN FOR WEBSITES THAT
COLLECT PERSONAL DATA

To adequately address privacy concerns of users of
personalized websites, we investigate user interface design
patterns that communicate the privacy practices of a site
both at a global and a local (contextualized) level. Similar
to design patterns in object-oriented programming, interface
design patterns constitute descriptions of best practices
within a given design domain based on research and
application experience [22]. They give designers guidelines
for the efficient and effective design of user interfaces.

Global Communication of Privacy Practices and
Personalization Benefits

Global communication of privacy practices currently takes
place by posting privacy statements on a company’s
homepage or on all its web pages. Privacy policies are
carefully crafted by legal council since they are legally
binding and enforceable in many jurisdictions. Rather than
completely replacing them by something new whose legal
impact is currently unclear at best, our approach keeps
current privacy statements in the “background” for legal
reference and protection. However, we argue to enhance this
kind of disclosure by additional information that explains

privacy practices and user benefits, and their relation to the
requested personal data, in the given local context.

Local Communication of Privacy Practices and
Personalization Benefits

We expect that tailored in-context explanation of privacy
practices and personalization benefits will address users’
privacy concerns much better than global contextless
disclosures. This approach breaks long privacy policies into
smaller, more understandable pieces, refers concretely to the
current context, and thereby allows users to make situated
decisions regarding the disclosure of their personal data
considering the explicated privacy practices and the
explicated personalization benefits.

It seems safest to communicate privacy practices and
personalization benefits at the level of each individual entry
field for personal data. If a number of such fields form a
visually separate sub-context on a page, compiled
explanations may be given if the explanations for each
individual field are not very different (due to legal
differences, different sensitivity levels, privacy practices or
personalization benefits). A page is the highest possible
level at which compiled contextual explanations may be
given (again, only if the field-level explanations are
relatively similar). Visually separate sub-contexts on a page
should be preferred though, due to the (cognitive) closure
that they require.



An Example Website with Global and Contextual
Communication of Privacy Practices and
Personalization Benefits

Fig. 1 shows the application of the proposed interface
design pattern to a web bookstore that gives personalized
recommendations. The top three links in the left-hand
frame lead to the global disclosures (to facilitate
comprehension, we decided to split the usual contents of
current privacy statements into three separate topics:
privacy, personalization benefits, and security). The main
frame contains input fields and checkboxes for entering
personal data. Each of them is accompanied by an
explanation of the site’s privacy practices regarding the
respective personal data (which focuses specifically on
usage purposes), and the contribution to personalized
recommendations that these data afford.

As in the theoretical model of [17], a user achieves an
understanding of the privacy implications of the displayed
situation both intuitively (taking the overall purpose of the
site and page into account) and through adequate contextual
notice. The traditional link to a privacy policy can still be
accessed if so desired.

A COMPARATIVE EXPERIMENT

Materials

To evaluate the merits of our proposal, we developed a
mock book recommendation and sales website whose
interface was designed to suggest an experimental future
version of a well-known online bookstore. Two variants of
this system were created, one with contextual explanations
of privacy practices and personalization benefits, and one
without. Figure 1 shows an excerpt of the first variant,
translated from German into English. The contextual
explanations are given for each entry field (which is the
safest of the strategies discussed above), under the headings
“What are your benefits?” and “What happens with your
data?” In the version without contextual explanations, these
explanations are omitted.

In both conditions, the standard privacy policy of the web
retailer is used. The three left-hand links labeled “Privacy”,
“Personalization” and “Our Security Guarantee” lead to the
original company privacy statement (we split it into these
three topics though and left out irrelevant text). In the
condition with contextual explanations, the central policies
that are relevant in the current situation are explained under
“What happens with your data?” Such explanations state,
for instance, that the respective piece of personal data will
not be shared with third parties, or that some personal data
will be stored under a pseudonym and then aggregated and
analyzed. The explanation of the usage purpose is concise
and kept in the spirit of P3P specifications [8].

A counter was visibly placed on each page that purported to
represent the size of the currently available selection of
books. Initially the counter is set to 1 million books. Data
entries in web forms (both via checkboxes and radio
buttons and through textual input) decrease the counter after
each page by an amount that depends on the data entries
made. The web forms ask a broad range of questions
relating to users’ interests. A few sensitive questions on

users’ political interests, religious interests and adherence,
their literary sexual preferences, and their interest in certain
medical subareas (including venereal disecases) are also
present. All questions “make sense” in the context of
filtering books in which users may be interested. For each
question, users have the option of checking a “no answer”
box or simply leaving the question unanswered. The
personal information that is solicited in the web forms was
chosen in such a way that it may be relevant for book
recommendations and/or general customer and market
analysis. Questions without any clear relation to the
business goals of an online bookstore are not being asked.
A total of 32 questions with 66 answer options are
presented. Ten questions allow multiple answers, and seven
questions have several answer fields with open text entries
(each of which we counted as one answer option).

After nine pages of data entry (with a decreased book
selection count after each page), users are encouraged to
review their entries and then to retrieve books that
purportedly match their interests. Fifty predetermined and
invariant books are then displayed that were selected based
on their low price and their presumable attractiveness for
students (book topics include popular fiction, politics,
tourism, and sex and health advisories). The prices of all
books are visibly marked down by 70%, resulting in out-
of-pocket expenses between €2 and €12 for a book
purchase. For each book, users can retrieve a page with
bibliographic data, editorial reviews, and ratings and
reviews by readers.

Users are free to choose whether or not to buy one single
book. Those who do are asked for their shipping and
payment data (a choice of bank account withdrawal and
credit card charge is offered). Those who do not buy may
still register with their postal and email addresses, to
receive personalized recommendations in the future as well
as newsletters and other information.

Subjects and Procedures

58 subjects participated in the experiment. They were
students of Humboldt University in Berlin, Germany,
mostly in the areas of Business Administration and
Economics. The data of 6 subjects were eventually not
used, due to a computer failure or familiarity with the
student experimenters. Participants were promised a € 6
coupon for a nearby popular coffee shop as a compensation
for their participation, and the option to purchase a book
with a 70% discount. Prospective participants were asked
to bring their IDs and credit or bank cards to the
experiment.

When subjects showed up for the experiment, they were
reminded to check whether they had these credentials with
them, but no data was registered at this time. Paraphernalia
that are easily associated with the web book retailer, such
as book cartons and logos, were casually displayed.

In the instructions part of the experiment, subjects were
told that they would test an experimental new version of
the online bookstore with an intelligent book
recommendation engine inside. Users were advised that the
more and the better data they provided, the better would be



the book selection. They were also told that their data
would be given to the book retailer after the experiment. It
was explicitly pointed out though that they were not
required to answer any question. Subjects were asked to
work with the prototype to find books that suited their
interests, and to optionally pick and purchase one of them
at a 70% discount. They were instructed that payments
could be made by credit card or by withdrawal from their
bank accounts.

A between-subjects design was used for the subsequent
experiment, with the system version as the independent
variable: one variant featured non-contextual explanations
of privacy practices and personalization benefits only, and
the other additionally contextualized explanations. Subjects
were randomly assigned to one of the two conditions (we
will abbreviate them by “-expl” and “+expl” in the
following). They were separated by screens, to bar any
communication between them. After searching for books
and possibly buying one, subjects filled in two post-
questionnaires, one online and one on paper. Finally, the
data of those users who had bought a book or had
registered with the system were compared with the
credentials that subjects had brought with.

RESULTS

Data Sharing

We analyzed the data of 26 participants in the conditions
“-expl” and “+expl”. We first dichotomized their responses
by counting whether a question received at least one answer
or was not answered at all. Whereas on average 84% of the
questions were answered in condition -expl, this rose to
91% in the second condition (see Table 1). A Chi-Square
test on a contingency table with the total number of
questions answered and not answered in each condition
showed that the difference between conditions was
statistically significant (p<0.001).

The two conditions also differed with respect to the number
of answers given (see Table 1). In condition “-expl”,
subjects gave 56% of all possible responses on average
(counting all options for multiple answers), while they
gave 67% of all possible answers in condition “+expl”. A
Chi-Square contingency test showed again that the
difference between the two conditions is highly significant
(p<0.001). The relative difference between the number of
answers provided in the two conditions is even higher than
in the dichotomized case (19.6% vs. 8.3% increase).

-expl +expl diff p
Questions 84%  91%  +8%  <.001
answered
Answers given | 56% 67% +20% <.001
Book buyers 58% 77% +33% .07
“Data allowed
store to select | 2.85 3.40 +19% .035

better books”

Table 1: Effect on data sharing, purchases and perceived benefit

The results demonstrate that the contextual communication
of privacy practices and personalization benefits has a
significant positive effect on users’ willingness to share
personal data. The effect is even stronger when users can
give multiple answers. We found no significant difference
between questions that we regarded as more sensitive and
less sensitive questions.

Purchases

Table 1 shows that the purchase rate in condition “+expl”
is 33% higher than in condition “-expl” (note that all
subjects saw the same set of 50 books in both conditions).
A t-test for proportions indicates that this result approaches
significance (p<0.07).

Perceived quality of recommendation

The paper questionnaire that was administered at the end of
the study included several Likert questions on subjects’
perception of the privacy practices of the website as well as
its service quality. Possible answers ranged from “strongly
agree” to “strongly disagree”. One of these questions was
“Did you feel that the particulars that you gave helped
<bookseller> to chose interesting books for you?” Table 1
shows the average responses in the two conditions after
encoding them on a one to five scale. The difference
between the two conditions is highly significant (one-tailed
t-test, p<0.05). Note again that all subjects were offered the
same set of books.

DISCUSSION OF THE RESULTS AND OPEN
RESARCH QUESTIONS

Our experiment was designed so as to ensure that subjects
had as much “skin in the game” as possible, and thereby to
increase its ecological relevance. The incentive of a highly
discounted book and the extremely large selection set that
visibly decreased with every answer given was chosen to
incite users to provide ample and truthful data about their
interests. The perceptible presence of the web book retailer,
the claim that all data would be made available to them,
and the fact that names, addresses and payment data were
verified (which ensured that users could not use escape
strategies such as sending books to P.O. boxes or someone
they know) meant that users really had to trust the privacy
policy that the website promised when deciding to disclose
their identities.

The results demonstrate that the contextualized
communication of privacy practices and personalization
benefits has a significant positive effect on users’ data
sharing behavior, and on their perception of the website’s
privacy practices as well as the perceived benefit resulting
from data disclosure. The additional finding that this form
of explanation also leads to more purchases approached
significance. The adoption by web retailers of interface
design patterns that contain such explanations therefore
seems clearly advisable.

Our results support several of the assumptions underlying
the model in Fig. 2, which is centrally based on the notion
of trust. In condition “+expl”, users’ better understanding
of the website’s privacy practices and of the contribution of
disclosed data to resulting personalization benefits is likely



to have increased users’ trust and alleviated their privacy
concerns. This in turn led to more data disclosure.

The decision to buy a book was a significant step in our
experiment since at this point users revealed personally
identifiable information (name, shipment and payment
data) and risk that previously pseudonymous information
may be linked to their identities. We already reported above
that users indicate in surveys to refrain from shopping if
the are uncertain about the possible fate of their data. It
seems that the increased trust of users in condition “+expl”
due to contextualized privacy disclosure may have
contributed to more users opting to reveal their identities.

We have no direct explanation for the higher perceived
benefits from data disclosure in condition “+expl”. One can
speculate about positive transfer effects from higher
perceived privacy standards via higher trust.

Other characteristics of our experiment are also in
agreement with the literature. [14] found in their study of
consumer privacy concerns that “in the absence of
straightforward explanations on the purposes of data
collection, people were able to produce their own versions
of the organization’s motivation that were unlikely to be
favorable. Clear and readily available explanations might
alleviate some of the unfavorable speculation” [emphasis
ours]. [9] postulate that consumers will “continue to
disclose personal information as long as they perceive that
they receive benefits that exceed the current or future risks
of disclosure. Implied here is an expectation that
organizations not only need to offer benefits that consumers
find attractive, but they also need to be open and honest
about their information practices so that consumers [...] can
make an informed choice about whether or not to disclose.”
The readily available explanations of both privacy practices
and personalization benefits in our experiment meet the
requirements spelled out in the above quotations, and the
predicted effects could be indeed observed.

Having said this, we would however also like to point out
that additional factors may also play a role in users’ data
disclosure behavior, which were kept constant in our
experiment due to the specific choice of the web retailer, its
privacy policy, and a specific instantiation of our proposed
interface design pattern. We will discuss some of these
factors in the following.

Reputation of a website. We chose a webstore that enjoys a
relatively high reputation in Germany (we conducted
surveys that confirmed this). It is well known that
reputation increases users’ willingness to share personal
data with a website (see e.g. [6, 12, 21]). Our high
response rates of 84% without and specifically 91% with
contextual explanation suggest that we may have already
experienced some ceiling effects. In a more recent version
of the experiment we therefore changed the name and logo
of the website to ones that had received a medium
reputation rating in the prior survey. We found indeed
similar effects of contextualized disclosures as at the
website with high reputation, but with smaller numbers for
data disclosure and purchases in both conditions. There was
no interaction between reputation and form of disclosure.

Purchases

+
+ Perceived
+ benefits +
+ Quali
Understandin }—P{ Trust uality of
l < l personalization
+ + _ + Willingness
+ to disclose +
personal

Control of + Perceived data
own data privacy

Figure 2: Suggested explanatory model

Stringency of a website’s data handling practices. The
privacy policy of the website that we mimicked is
comparatively strict. Putting this policy upfront and
explaining it in-context in a comprehensible manner is
more likely to have a positive effect on customers than
couching it in legalese and hiding it behind a link. Chances
are that this may change if a site’s privacy policy is not so
customer-friendly.

Permanent visibility of contextual explanations. In our
experiment, the contextual explanations were permanently
visible. This uses up a considerable amount of screen real
estate. Can the same effect be achieved in a less space-
consuming manner, for instance with icons that symbolize
the availability of such explanations? If so, how can the
contextual explanations be presented so that users can
easily access them and at the same time will not be
distracted by them? Should this be done through regular
page links, links to pop-up windows, or rollover windows
that pop up when users brush over an icon?

References to the full privacy policy. As discussed above,
privacy statements on the web currently constitute
important and comprehensive legal documents. Contextual
explanations will in most cases be incomplete since they
need to be short and focused on the current situation, so as
to ensure that users will read and understand them. For
legal protection, it is advisable to include in every
contextual explanation a proviso such as “This is only a
summary explanation. See <link to privacy statement> for
a full disclosure.” Will users then be concerned that a
website is hiding the juicy part of its privacy disclosure in
the “small print”, and therefore show less willingness to
disclose their personal data?

Additional user experiments will be necessary to obtain
answers or at least a clearer picture with regard to these
questions.
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